Akash Anand

Senior Security Architect

Address Bengaluru, 562149 LinkedIn https://www.linkedin.com/in/akashanand-/
Mobile +91-9040434795

E-mail akashanand5493@gmail.com

Security Architect/Leader with 9 years of experience building and scaling product and cloud security
programs across global enterprises. Proven track record of leading high-performing security team:s,
embedding security info engineering at scale, and driving enterprise-wide risk reduction initiatives
across cloud, Al, and application ecosystems. Blend of offensive security background and strategic
architecture expertise, enabling proactive threat-informed defense and secure-by-design engineering
practices.

Work History

2025-04 - Current  Senior Security Architect
Bottomline

e Lead enterprise-wide security architecture reviews across products, Al initiatives,
and platform designs, influencing security decisions at the Architecture Steering
Committee level

e Own Al security governance, defining risk frameworks, control requirements,
and approval processes for emerging Al use cases

¢ Built and scaled the enterprise threat modeling program, enabling product
teams to independently identify and mitigate design risks Drive the Threat

e Partner with engineering leadership to embed secure design patterns, reducing
late-stage security defects and rework

¢ Drive remediation strategy for audit findings (FFIEC), aligning security controls
with regulatory expectations.

2021-09 - 2025-04  Senior Security Architect > Principal Security Architect

o NotSoSecure part of Claranet India Pvt Ltd. (Client: S&P Global )

¢ Built and led a Product Security team, embedding “Shift Left” practices into the
SDLC and improving remediation timelines.

¢ Managed and mentored a team of 9+ architects/engineers, providing expert-
level technical reviews, and guidance on application and cloud security.

e Performed cloud architecture reviews, threat modeling, design reviews, and
code reviews to proactively identify and remediate risks.

e Recommended and implemented secure design patterns and missing
application controls, strengthening the client’s overall security posture.


Akash Anand


e Led full lifecycle integration of Turbot, Wiz, Prisma Cloud, and ArmorCode,
enhancing cloud security governance and compliance.

e Acted as a trusted advisor to leadership on risk prioritization, balancing security
investments with business velocity

2018-06 - 2021-09  Security Engineer - |l
VMware Software India Pvt. Ltd, Bengaluru, Karnataka

e Conducted penefration testing and attack vector analysis for VMware products
to identify and remediate security weaknesses.

e Partnered with developers and architects on secure design, configuration, and
implementation of new product features aligned with security standards.

e Developed and delivered secure coding fraining to engineering teams across
VMware, improving adoption of secure development practices.

e Designed Capture-the-Flag (CTF) challenges and organized global security
hackathons to enhance security awareness and skills.

e Applied expertise in ethical hacking tools (Kali Linux, Fortify, Nmap, Burp Suite,
Metasploit) to support vulnerability assessments and penetration testing.

e Performed threat modeling and security design reviews, reducing customer-
facing production bugs by 18% in one year.

2017-05 - 2018-05 Member of Technical Staff - 1
VMware Software India Pvt. Ltd, Pune, Maharashtra

e Contributed to making NSX-V Ul compliant with VMware's unity and clarity
design pattern

e Migrated NSX-V Flex application to an Angular based application

e Created component library (Global Search) that is used across NSBU Ul
products like NSX-V, PACE, NSXi.

2016-09 - 2017-03 Intern
VMware Software India Pvt. Ltd, Pune, Maharashtra

Education
2013-05 - 2017-04 B.Tech - Computer Science And Engineering
KIIT University — Bhubaneshwar (9.2 CGPA)
Certifications
CISSP (Ongoing, AWS Certified Security — Azure Security Engineer ~ Azure Solutions
expected Sept 2026) Specialty Associate Architect Expert
Certified Kubernetes Certified Kubernetes Azure Administrator ProofPoint Al Security

Security Specialist(CKA) Administrator(CKS) Associate Specialist



